
I took an hour today to dig into IDM to see if I could setup public anonymous access.  

You can’t access IDM without a login, and the API calls to get a token, then to get information about the files, then to actually pull the file cause an issue for something like a website wanting to display images in a catalog.  I had pulled the links generated by IDM in an API call hoping to use them to push to publish, but they seemed to expire after a certain period of time as was discovered when I shared the links.

I started thinking about how to resolve the issue with the lookups and access.  Researching IDM I discovered it has a search feature that will return the actual document stored as a binary stream.  If that stream is directed to a web browser, and the MIME data list it as an image, it displays.  This would allow pulling of images directly without the other steps, but still requires authentication.

You cannot access the IDM endpoints without an OAUTH2 security token.  To get around this, I created a new API and setup an IONAPI call back to IDM with an IONAPI OAUTH2 token so that it would be authenticated against IDM by IONAPI.  Then I set the proxy for the new API to anonymous.  I setup a single “service” on the new API to call the IDM search function that returns a document stream.  

This allowed me to have anonymous access to IDM from a public site.  I tested it all afternoon and the links didn’t expire during my testing, and they shouldn’t because we’re calling IDM directly instead of using results from the API.  I disabled the API for security after testing.  *See Below

If we setup the metadata for the images in a predictable format, we could use the IDM API during the Joor Image export to the images associated with a style, size, color combination.  Using the existing configuration, I tested with URLs generated in an Excel sheet.  This allows the search parameters to be built in the URL that’s saved to the catalog, so it’s a one step link.  Access provided by ION API, search and results via IDM and the URL parameters for selection of the image.

Excel to build for my testing:
[image: ]

Key Points:
1. I’d like to do a Proof of Concept before we got too far with presenting and planning on using this concept to make sure it works in the real world.  Testing is good and all, but the proof is in the pudding.  
1. For this to work, we’d have to use the IDM APIs to show which images were connected to a Style during the Extract / Document Flow, then upload that information to Joor with the generated IDM Search URLs (not result URLs as previously tested) for each image for a Style for the anonymous endpoint in ION Connect Document flows
1. For a PoC, we could upload manually a few I generate with my spreadsheet instead of building the Document Flow and let them sit out on the Joor site for a few days
1. The Document Flow would require an agreement on metadata attributes for the images, and some development time for it to be reliability automated
1. This may mean storing the M3 Image Color and Size codes in the IDM metadata for a picture
1. This allows public anonymous access to IDM 
2. This could be a security risk
2. I believe we can set the document security in IDM to prevent access by the ION API login used for anonymous access, but this would require extensive testing to validate
1. I did try accessing other documents today, and could not via the API, but that was a quick test
2. While everything was configured using the standard IDM and ION API systems, Infor would have to approve this so they couldn’t close the connection later and say it’s an unsupported configuration
2. We may be able to secure even further using ION API settings to prevent the Image search parameters from being changed, but further testing is required
1. The speed seems reasonable, less than a second in my testing.  Since we’re removing some of the other API steps as would normally be used to pull this information, it may be workable in a catalog
3. We would need to see how it handles a request for 30 images at a time, like when a catalog is loading
3. I would suggest load testing with multiple users, but caching and middle proxy performance could assist with loading
1. I have deactivated the API 
4. If we want to test, I can reactivate, it’ll take a few minutes to become start working again, just like it takes a few to stop working after shutdown
4. I deactivated it so that we can decide if we want to test and move forward, pending approval from the related parties
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